Hudopmaunonnas naMsiTKa /LIS HecOBePIIEHHOIETHHX
1o Bonpocam kubepbesonacroctu B cetn «MuTepher

KoMnbloTepubie BHPYChI

KomnbioTeprslii  BUPYC - 3TO  pa3sHOBHAHOCTH KOMITBIOTEPHBIX  MPOrpamm,
OTJIMYHTEIBHOH OCOOEHHOCTBIO KOTOPOM SBISIETCS CIIOCOBHOCTH K Pa3sMHOKEHHIO
(KOMHpoBaHHIO). B 0moNHeHHe K 3TOMY, BUPYChl MOTYT MOBPCAMTH WM MOTHOCTbIO
YHHYTOXHTb BCe (ailiibl ¥ NaHHbIE, MOAKOHTPONBHEIE MOJB30BATENIO, OT WMEHH
KOTOpOro Obula 3amylieHa 3apak&HHas NporpaMMa, a TaKke MOBPEAUTh WIH Jaxke
YHUYTOXHThL ONEPAIIMOHHYIO CHUCTEMY CO BCeMH (ainamMu B LeloM. B 6oJblIMHCTRE
C/1y4aeB pacrpOCTPAHAIOTCS BUPYChl Yepe3 HHTEPHET.

MeToabl 3aIIHTBI OT BPEAOHOCHBIX MPOrPaMM:

. Hcnons3syii coBpeMeHHBIE OllepalIMOHHBIE CHCTEMBI, MMEIOIIIHe CepbE3HbIH
YPOBEHB 3aIUMTHI OT BPEJOHOCHBIX IPOrPAMM;

i IlocrosHHO ycranaBnuBalf nartyu  (uMpOBBIE  3aILIATKH, KOTOpbIE
dBTOMATHYECKH YCTAHABIMBAIOTCA C LEJbIO 10pabOTKM MpOrpamMMbl) M Jpyrue
OOHOBIIEHHs! CBOEH OmepaloOHHOM cucTeMbl. CKauHBail MX TONBKO C OHLHATBEHOTO
caita pazpaborunka OC. Ecim cymiecTByeT pekMM aBTOMATHYECKOTO OGHOBICHMS.
BKIJIIOYH €r0;

3. Paboraii Ha cBOeM KOMIBIOTEpE MOJ MpaBaMH MONb30BATENs. & He
a/IMMHHCTpaTopa. JTO HE TMO3BOJHT GOMNBLIMHCTBY BPEAOHOCHBIX MPOIPAMM
HHCTA/NIMPOBATBCS HA TBOEM MEPCOHANBHOM KOMIIBIOTEPE;

4. Wcronb3yil  aHTMBHpYCHble — [IPOTpaMMHble  MPOAYKTbI  M3BECTHBIX
POU3BOAMUTENIEH, C aBTOMAaTHYECKHM OOHOBJIEHHEM Ha3;

5. Orpanuyb Gu3Hdeckuii JOCTYN K KOMIBIOTEPY s MOCTOPOHHMX JIHII;

6. HMcnomnb3syii BHelIHHe HOCHTENH HHGOPMALIMH, TaKHe KaK dIICIIKa, JHCK WIH
(aiin u3 UHTepHeTa, TONBKO U3 MPOBEPEHHBIX HCTOYHHKOB;

7. He otkpeiBaii KoMnbioTepHbie Gaiiibl, MONyYEHHbIE M3 HEHAAEKHBIX

HCTOYHUKOB. Jlaske Te (aidiibl, KOTOpBIE NIPHCIIal TBOM 3HaKOMBIH. JIyurre YTOYHH Yy HEI'O,
OTIIPABJIslI JIK OH Tebe uX.

Cern WI-FI
C nomouwsio WI-Fi MokHO mnomyuuts GecrniaTHb MHTEPHET-A0CTYNl B
ODLICCTBEHHbIX MeCTaX: Kade, OTeNsX, TOProBhIX HEHTpaX M a3poroprax. Tak e

ABJISETCS OTIMYHOH BO3MOXHOCTBIO BbIxO#a B MuTepHer. Ho MHorme skcreprsi
CYMTAIOT, 4TO obmenoctynubie WiFi cetu He sBasoTCS 6€30MacCHBIMH.

Cogetnl no GesonacHocTH paboThb B 06menocTynHbIx cersix Wi-fi



I. He nepenasaii cBoro iMuHyio HHGOpMaLMIO yepe3 obweaoctynusle Wi-Fi
cerd. Paboras B HHX, XKelaTenbHO He BBOIMTH Napoj¥ JAOCTYMNa, JOIMHBI H KakHe-TO
HOMepa;

2. Hcnonesyit 1 0GHOBNSH aHTHBHpYCHbIE nporpaMMsel U 6panamayap. Tem
caMbIM Thl 06e3onacuurb ce6st OT 3aKauKH BUpPYca Ha TBOE YCTPOHCTBO;

3. Tlpu ucnonssosarnn Wi-Fi otkmoun yrkumio «O6mmii JOCTYI K (aitiam
W npunTepam». JlaHHas QyHKUMS 3aKpbITa MO YMOJYAHHIO, OJHAKO HEKOTOpbIe
10JIL30BATE/IH aKTHBUPYIOT €€ /71 y100CTBA CNIOJIb30BaHKs B paboTe uiu yuebe:

4. He wucnonb3yit ny6nuunsii WI-FI gs nepeaayd JIMYHBIX JaHHbIX.
HalpuMep, JUIS BBIXOAA B COLMAIIbHbIE CETH MITH B AIEKTPOHHYIO MOUTY;

5 Hcnone3yii TONBKO 3alIMIEHHOE coeuHeHue yepez HTTPS, a ve HTTP,
T.e. Ipu Habope BeG-anpeca BBOAM uMeHHO «https:/»;

6. B mobGunbHoM Tenepore orkmoun ¢yukuuio «Toakmouenue x Wi-Fi
aBTomMaTHyeckn». He nomyckait aBroMaTHuecKoro moakiodeHus YCTPOHCTBa K CeTsAM
Wi-Fi 6e3 TBoero cornacus.

ConnajbHbie CeTH

CoupansHas ceTh - 3TO CaliT, KOTOPHIH MPEJOCTABISET BO3MOXKHOCTS THOISM
OCYLIECTB/IATL OOLIeHHe MexkITy coboi B MHTepHeTe. Yalle BCero B HMX IS Kak/I0r0
4CJIOBCKa BBIICJSETCA CBOS JMYHAs CTpaHHYKa, Ha KOTOPOM OH yKa3blBaeT o cebe
Pa3sIH4HyI0O MHQOPMALMIO, HAYMHAA OT MMEHM, (aMHJIMH W 3aKaH4MBas JTHIHBIMHU
dororpadusimu. MHOTHe 110/1630BaTeNH He TOHUMAIOT, UTO HHGpOpMaLKs, pa3MeleHHas
HMH B COLIMANBHBIX CETAX, MOXKET ObITh HallleHa W MCIIONB30BaHa KEM YIOHO, B TOM
4YHcie He 0053aTesbHO ¢ 61aruMu HaMepeHUsAMH.

OcHoBHBIE cOBeTHI 10 6€30NMACHOCTH B COLHATBHBIX COTSIX:

I. Orpanudp criucok apy3seit. ¥ te6s B Apy3bsaix He JOJIKHO OBITh CIyYaifHbIx
M HE3HAKOMBIX JIFOIeH;

2. 3ammmai cBoK YacTHyIo xu3Hb. He ykasbiaii naposiu, TeneoHsis, ajpeca,
laTy TBOETO POXKAEHHMA M JAPYTyH0 JHYHYIO MH(OpMALHIO. 3MOYMBILLIEHHHKH MOTYT
MCIONB30BaTh Jlake WH(OPMALMIO O TOM, KaKk Thl H TBOM POIMTENH ILIaHUpYeTe
MPOBECTH KAHUKYJIBI;

i 3alumiuaii CBOIO peryTalHIO - IEPXKH e B UHCTOTe U 3aj1aBaii cebe BOIIPOC:
xoTen Obl Thl, 4TOGBI APyTHE MONb30BATENH BH/IE/H, YTO Thl 3arpyskKaeLis? IToxymai,
MPeXKJie YeM 4TO-TO OIMy6IHKOBaTh, HAIUCATh U 3arPy3HUTh;

4. Ecau Tbl roBOpHIIb € JIOABMH, KOTOPBIX HE 3HAEMIb, HE UCTIOIB3Yil CBOE
pealbHOe UMS U IPYTYIO JIMYHYI0 HHPOPMALIMK: UM, MECTO KHTEILCTBA, MECTO y4eObi
W Mpouee;

5. M3Geraii pasmewenus dotorpaduit B Untepuere, rae Thi M306paxken Ha
MECTHOCTH, 10 KOTOPOH MOYKHO OTIPEIETHTh TBOE MECTOIIOJIOKEHHE
6. [Ipu perucTpanny B CONHANLHON CETH HEOOXOIUMO MCIIONB30BATh CAOKHbIE

NnapoJiy, CoCTosALIME U3 OYKB ¥ UUDP U C KOJIMYECTBOM 3HAKOB HE MeHee 8:



7. Jlns coumasnbHOM CeTH, IOYTHI M APYTHX CAHTOB HEOHXOIMMO HCIOTB30BATE
pasHbie mapond. Toraa ecnu Tebs B3TOMAKOT, TO 3MOYMBIIUIEHHHKH MOJYYaT A0CTYII
TOJIEKO K OTHOMY MECTY, a He BO BCE cpasy.

JJIeKTPOHHBIE IEHbIH

ONEeKTPOHHBIE JEHBIH — 3TO O4YeHb YAOOHBIH cnoco® ruiarexeil, OAHAKO
CYIIECTBYIOT MOLIEHHHKH, KOTOPbI€ XOTSAT IOJYYHUTh 3TH JEHBIH.

DJIEKTPOHHBIE JIeHBI'W TIOABHIIMCH COBCEM HENABHO H MMEHHO H3-3a 3TOr0 BO
MHOTMX rOCy/1apCTBax JI0 CHX MOp HE MPOMHCAHO MPO HUX B 3aKOHAaX.

B Poccuu xe oHM QyHKLUMOHMDPYIOT M O HHX YKe MpPONMCAHO B 3aKOHE, /e HX
pas/esisioT Ha HECKOJIBKO BHJOB - aHOHHMHBIE H He aHOHMMHBbIE. Pa3sHULA B TOM, 4TO
aHOHMMHBIE - 3TO Te, B KOTOPBIX pa3pelaeTcs MPOBOAUTD ONepaLii 6e3 ueHTHGUKALIH
Nonb30BaTeNis, & B HE 4HOHHMHBIX MICHTH()HUKALIMK TOJb30BATENs HABIACTCH
0053aTeTbHOM.

Taoke —cnemyer pasnuuath  3I€KTPOHHbIe  (MATHblE JAEHBIM  (paBHBI
rOCylapCTBEHHBIM ~BaJllOTaM) M 3JIEKTPOHHBIE He(UaTHble [eHBMM (HE paBHEI
roCy1apCTBEHHbBIM BaJIIOTaM).

OcHoBHBIE COBETHI N0 Ge30nacHoii paGoTe ¢ 3JeKTPOHHBIMH IeHbIAMH:

1. [TpuBsxu K cyeTy MOOHIBHBIH TeneoH. DTO caMblii YAOOHbIH U ObICTPHI
Crocod BOCCTAHOBHTbL AOCTYN K cyery. [IpuBs3aHHBIH TenedOH NOMOKET, €ClH
3a0y/1e1Ib CBOM MUIaTEXKHBINA NapoJIb WM 3aiIellb Ha CalT C HE3HAKOMOI'0 YCTPOHCTBA:

2 Hcnone3yit onHopaszoBsle mnapoinu. [locie mnepexoja Ha YCHIEHHYIO
aBTopM3aluio Tebe yxe He Oyner yrpoxaTh ONACHOCTh KPaXKH MWIIM [epexBara
TUIaTeKHOrO MapoJis;

3. Beibepn cioxHbeiii naponb. [lpectynHukaM OyaeT He MpOCTO yraudrs
CIIOKHBIW napoiib. HajiexHsie naposin — 3TO MapoJk, KOTOphIEe Colepkar He MeHee &
3HAKOB M BKIJIIOYAIOT B ce0si CTPOYHBIE M TMPONUCHBIE OyKBBI, LH(PBHI H HECKOIBLKO
CHMBOJIOB, TaKHe KaK 3HaK Jlojuiapa, ¢pyHTa, BOCKJIMLATENbHBIN 3HaK U T.11. Hanpumep,
StROng!;;

4. He BBOAM CBOM JIWYHBIE JJaHHBIE HA CaliTax, KOTOPLIM HE JOBEpSELLb.

JJIeKTPOHHASA NOYTA

DNICKTPOHHAs IMOYTa — 3TO TEXHOJIOTHSI U TPEeOCTaBisieMble €10 YCIYrH 10
NEpechUIKe M TMOJYYEHHIO 3JEKTPOHHBIX COODILIEHMH, KOTOpbIe pacIpelensiorTcs B
KOMITbIOTEPHOH CeTH. OOBIYHO 3NEKTPOHHBIN IMOYTOBBIN SIIMK BBIMISIUT CIEAYIOLINM
obpa3oM: UMs_Tob30BaTeIA(@HMS_1oMeHa. Takxe KpoMe repeads IpoCToro TeKCTa,
MMEETCs BO3MOXKHOCTb Iepe/iaBaTh (haniibl.

OcHoBHbIE coBeTBI N0 Ge3onacHoii paboTe ¢ 1eKTPOHHOMH NOYTOM:



1. Hano BeibpaTe npaBWIbHBIH 1OYTOBBI cepBHCc. B WMuTephere ecth
OrpOMHBIH BIGOP GECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4Yllle J0BEPSTH TeM, KOr0

3Haelllb 4 KTO MepBbIi B peHTHHTE;

2. He ykasbiBail B IMYHO# noyre JnuHylo HH(OpMauuio. Hanpumep, nyudie

BBIOpATh «My3bIKaIbHBIH_(aHaT@» uim «pok2013» BMecTo «TeMal3n;

3. Wcnone3yii ABYX3TanHylo aBTOPH3AINIO. DTO KOTAA TOMUMO Napojisi HykHO
BBOJIMTb KOJI, TPHUCBUTIaeMbIi 1o SMS;

4.  Boibepu cnoxHbli napons. Jlis Kaxaoro noyToBOro AIMKa J0MKeH ObiTh
CBOH HaJIe)KHBIM, YCTOWYUBBIN K B3JIOMY [IapOJib;

5. Ecau ecTh BO3MOXHOCTH HANMHCAaTh CaMOMY CBOM JIMYHBIA BOIPOC,
HCIIOJIB3YH 3TY BO3MOXKHOCTB;

6. Hcnone3yii HeCKONbKO MOYTOBBIX SILIMKOB. IlepBbi s 4acTHO!

NepenucKy C aapecaraMu, KOTOPBIM Thl JOBEpsSellb. JTO 3JIEKTPOHHBIM ajpec He HaJlo
HCIOJIb30BaTh IIPH PETHCTPALMHU Ha GopyMax U caifTax;

7. He otkpeiBait ¢aiyibl ¥ ApyrHe BIOKEHHsS B IHCbMax Aaxe €CIH OHM
MPHUILUIK OT TBOMX Apy3eH. Jlydmie yTo4HM y HHX, OTIPABISIH TH OHH Tebe 3TH (ailibi;
8. ITocne oxoHyaHHss paboTbl Ha MOYTOBOM CEPBHCE MEpPel 3aKPhITHEM

BKJIAJIKM C CAWTOM He 3a0yap HaxaTh Ha «BoliTuy.

KubepOyaHHI HIH BHPTYAJbHOE H3/1€BATEIbCTBO

KubepOyninuur — npecnegoBanie COOOIIEHUSIMH, COAEPKALLIUMHI OCKOPOIeH S,
arpeccHio, 3alyruBaHHe; XYJIMIaHCTBO; COLMaibHOE OOWKOTHPOBAHHE C [OMOLIBIO
pa3UYHBIX HHTEPHET-CEPBHCOB.

OcHoBHbIe coBeThI 0 6opbbe ¢ kubepOyLIHHTOM:
I.  He 6pocaiics B 60#. Jlyywnit cnoco0: nocoBeToBaThes Kak ceds BeCTH M.

€CJIH HET TOTI0, K KOMY MOXHO OﬁpaTl‘lTbCS{, TO BHa4alie YCIIOKOHUTLCH. Ecnu 1ol HauHelb
OTBEYATb OCKOp6J'IEHHHMH Ha OCKOPGJIEHHH, TO TOJIBKO elne Oosblie pPa3oxiKellb

KOH(IHKT;

2. Ynpapnsai cBoel kubeppenyrauueii;

3 AHOHUMHOCTB B ceTd MHUMas. Cyl1ecTBYIOT CIOCOObI BLISICHUTD, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XynauraHckuii oOpa3 BUPTYyalbHOM JXW3HU. MHTepHer
(uKcHUpyeT BCe TBOM MHEHCTBHA W COXpaHseT MX. YJalmuTh ux Oyner kpaiine
3aTPYAHHUTEIIBHO,

5. Benu ce6s BeXIHUBO;

6. UrHopupy# eauHHuHBIM HeraTuB. (OaHOpa3oBble OCKOpPOMTEIBHBIC

cOOOIIeHUs Jyulle MrHopHpoBaTh. OObIYHO arpeccusi NMpeKpallaeTcss Ha HayalbHOM
CTaJIuH;

{8 ban arpeccopa. B mporpamMax oOMeHa MIrHOBEHHBIMH COOOLICHUSMH. B
COLMAJIBHBIX CETAX €CTh BO3MOXHOCTh OJOKMPOBKH OTINpPaBKH COOOLIEHMH ¢
OIpe/Ie/IeHHBIX a[IpeCOB;



8.  Ecnu Tbl cBujeTens KubepOynnuHra. TBOW AEHCTBHsA: BbICTYIIHTD [IPOTHB
npecienoBarens, MOKa3aTh €My, YTO €ro JeHCTBHA OLEHMBAIOTCH HEraTHBHO,
[OZIepKaTh KepTBY, KOTOPOH HyHa NICHXONOrMYecKas IOMOILb, COOOMITE B3POCIIbIM
0 (haKTe arpecCHBHOIO MOBEACHUS B CETH.

MoOHabHbIH TeJedoH

CoBpeMeHHBIe CMapT(OHBI M IUIAHIIEThI COMEPKaT B cebe BromHe B3POCIIbIH
}yHKLMOHA, ¥ Tenepb OHU MOTYT KOHKYPHPOBATh CO CTAMOHAPHBIMH KOMITBIOTEPAMH.
OJIHaKo, CPE/ICTB 3aIUTHI U1 MOJOOHBIX YCTPOHCTB 10K OYEHD MAlIO. TecTtupoBaHue U
MOMUCK YS3BUMOCTEH B HUX IMPOMCXOAUT HE TaK HHTEHCHBHO, KaK JUIA [1K, To ke camoe
KacaeTcsi ¥ MOOUIIbHBIX TIPHIIOKEHHH.

CoBpeMeHHble MOOHIbHBIE Opay3epbl yke NMPAKTHYECKH AOTHATH HACTOMLHLIE
AHAJIOTH, OJHAKO PACIIHPEHHe (yHKIMOHATA BIeYeT 3a co00H BOIBIIYIO CIOKHOCTL 1
MEHbILYIO 3aLIHIIEHHOCTD.

Jlaneko He BCE TPOHM3BOAMTENIM BBITYCKAIOT OOHOBJIEHHS, 3aKpbIBAIOIIHE
KPUTHYECKHE YSI3BUMOCTH /LISl CBOMX YCTPOHCTB.

OCHOBHBIE COBETHI /1JIs1 6e3011aCHOCTH MOOHIBHOTO TeJie(oHa:

. By/1b 0CTOpO’KEH, Be/lb Kor/ia Tede npejiarart GecrIaTHbIM KOHTEHT, B HEM
MOTYT ObITh CKPBIThl KAKHE-TO IIaTHbIE yCIYTH;

2. JlyMmaii, npexze 4em oTnpaBuTh SMS, GoTo WK BUAEO. ThI TOYHO 3HACLID,
rjie oHu GyIyT B KOHEYHOM HTOre?

3. Heo6x0a1uM0 OGHOBIISATE ONEPALIMOHHYIO CHCTEMY TBOETO cmapThoHa;

4. Mcronb3yii aHTHBUPYCHBIE IIPOTPAMMBI 1715t MOOMITBHBIX Tes1e)OHOB:

5 He 3arpyxaii mpuloXKeHHs OT HEU3BECTHOr0 MCTOYHMKA, BE/Ib OHM MOTYT
CcojlepKaTh BPEJIOHOCHOE MPOrpaMMHOe 0DecneyeHue;

6. [locie Toro Kak Thl BBIHIENIb C CaiTa, rA¢ BBOAMI JIHYHYIO HHGhOPMAIIHIO,
3aiiM B HACTpOMKHM Gpay3epa U ynanu cookies;

r A [leproanyecKy MPoBepsAH Kakue IUIATHbIe YCIyr'd aKTHBUPOBAHbI HA TBOCM
HOMepe;

8.  Jlaaii cBOi HOMep MOOGHIBLHOrO TenepoHa TONBKO JKOJISM, KOTOPBIX Thi
3Haelllb H KOMY JIOBEpSeLLb;

9. Bluetooth gomkeH ObITH BBIKJIIOYEH, KOTAa Thl UM HE MOJbL3YCHILCH. He

3a0bIBaii HHOI1a IPOBEPATH ITO.

@OUIIHHT HIH KPaka JHYHbIX JaHHbIX

["napHas 1eib GUIIKHT - BUAa VIHTEPHET-MOLICHHHYECTBA, COCTOMUT B MOJIYUCHHH
KOH(DMIEHIIMATBHBIX JaHHBIX 110/1b30BaTeIeH — JIOTHHOB H naposneii. Ha anriuickom
aspike phishing uurtaercs kak QuMHT (OT fishing — puiGHas naoBis, password —
napoJib).

OcHoBHBIe cOBeTHI 110 6opbie ¢ puumHHrom:



I Cnaenu 3a cBoum akkayHTOM. ECiH ThI 10/103peBaeliip, 4T0 TBOS aHKeTa Hblla

B3/I0MaHa, T0 HeOOXOIUMO 3a0JI0KMPOBATh €€ U COOBILINUTE aJIMMHHCTpATOpaM pecypca
00 3TOM KaK MOJKHO CKOpeEe;

2. Hcnons3yii Ge3onacHsie BeO-CalThI, B TOM YHCIIE, WHTEPHET-Mara3uHoB U
TTOUCKOBBIX CUCTEM;
3 Hcnonesyit cnoxuble M pasHeie mapond. Takum obpasom, ecid Tebs

B37IOMaIOT, TO 37I0YMBILITICHHHKH MOJy4YaT JOCTYII TONBKO K OAHOMY TBOEMY NIPOMHIIIO B
CETH, a He KO BCEM;

4. Ecmu T1ebs B3noMamu, TO HEOGXOAMMO NpEIyNpeiuTh BCEX CBOMX
3HAKOMBIX, KOTOpble N00aBieHBl y TeOS B APY3bAX, O TOM, YTO TeOs B3TOMaTd M.
BO3MOXKHO, OT TBOEr0 HMEHH OYIET pacChLIaThCs ClIaM W CCBUIKM Ha (DMIUHHIOBBIE
CalTsI;

5. YcraHoBH HagexHsI napons (PIN) Ha MoOUIBHEIH TenedoH;
6. Ortkimoun coxpaHeHHe mapoJis B Gpaysepe;
T He orkpeiBaii daiinbl U ApyrHe BIOKEHHsS B MMChbMaX Aake ecid OHH

pULLUTH OT TBOKX JApy3eid. JIydine yTounu y HUX, OTIPaBIAIH JH OHU Tebe 3TH haiiibl.



